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	Table of Ethical, Legal, and Regulatory Policy Issues

	
	
Topic
	
Definition of the Topic
(minimum 2 sentences for each, a definition in your own words)
	How the topic impacts and will be addressed in the selection and use of an EHR system(minimum 4 sentences for each topic -2 on impact and 2 on how addressed)

	1
	Safe Design
	Includes integrating hazard identification and methods of assessing risks in designing the EHR system. This is to reduce any risks to patient safety when using the system. 
	Midtown Family clinic can implement an EHR system that ensures the safety of patient data. It can help in avoiding missing information by use of files. The EHR system selected should address the safe storage of patient data. The design should also ensure data is safe from unauthorized access.

	2
	Meaningful Use
	It regulates the exchange of patient data. It determines ways through which data is shared among different healthcare providers as well as insurers. 
	The meaningful use defines the standards for the EHR system. It defines which parties should be able to assess the data through the system.  The system should allow the exchange of data between the clinic and labs as well as insurers. The various parties with access to the data should only use it under specified requirements.

	3
	Quality Improvement
	EHR systems should improve the quality of care. IT should help with making the delivery of services better to patients.
	The system should be designed based on the areas with major weaknesses. It should improve the communications within the healthcare system as well as interactions with the patients. IN the Midtown family clinic, the EHR system should improve interactions between the doctor, the nurses, and the insurers. The HER system should be designed incorporating communication methods between the various parties to improve the delivery of services and reducing various delays.

	4
	Data Accuracy
	Data should be stored in the system should be correct. The data should be consistent when used under different circumstances. 
	The EHR system in the Midtown Family clinic should ensure consistency in data. This can include data from hospitals to insurers or referral hospitals. When implementing the system, it should ensure that common mistakes especially by the use of poor handwriting are avoided. It should also provide a proper way of storing patient records without any undesired changes.

	5
	Data Accessibility
	Data should be easily available when needed. Defines which data should be accessible and by which parties. 
	The EHR system selected should data is easily accessible when needed. The process of accessing data should also be easy without any complications which may delay the process. The data accessibility in the EHR system used in the clinic should define methods of accessing the data. It should also ensure that the data is available in the database when needed by either the hospital or other authorized individuals. This means the system should be accessible through various devices preferred by different users. 

	6
	Data Comprehensiveness
	All data items needed should be included in the data. Ensures all data is documented covering all the required aspects. 
	The EHR system should allow documentation of various data elements. Patient data be collected should also include only the required measures. The Midtown clinic should implement a system that defines the various methods of collecting data. IT should also define what kind of data should be collected and documented through the system for improved service delivery to the patients.

	7
	Data Consistency
	The patient data should always be the same across the different systems. Data should also be the same when applied in different instances of healthcare provision. 
	The EHR database should only change patient data in a regulated way. The data should always be the same when accessed by different users. The clinic should ensure that any changes in patient medical records are available in all databases. The system should define methods through which patient reports are entered into the system.

	8
	Privacy 
	It defines who can access the patient data. Data privacy includes patients having control over their data as well as having the power to decide whether to disclose it or not and deciding who should access the data.
	There should be security when accessing the data. Data in the EHR  system should always be available to authorized individuals only. The Midtown Family clinic should include a way of letting the patients know when their data is being disclosed. It should include a method of defining who has access to the data and for what reasons as well as asking for patient’s permission when accessing their data. 

	9
	Confidentiality
	Data should not be accessed by unauthorized individuals. The patient should always be aware of who can access their information. 
	Data confidentiality in the EHR system should define the various types of data available for various individuals. There should be a defined system explaining who can be able to see a certain type of data. The clinic should let the patients know which parties in the organization can access their medical records. It should define various methods of authorizing users to access the data such as pin codes or passwords. 

	10
	Security
	Data security is a method of ensuring data is protected from unauthorized persons. There should be controlled access to the data.
	The data security in the EHR system selected in the organization should ensure a means of regulating data access. The different persons with access to the data require should only hold various responsibilities. Implementing the system in the clinic should include methods of authorizing different individuals to different types of data they need. There should be security methods such as passwords or pin codes for accessing the data as well as regulating who can access different types of data.

	11
	Individually Identifiable Health Information
	Data should be identified with a particular individual. The healthcare information available should be related to the health of a particular individual.
	The health information found in the EHR system should not be general but used to identify a certain patient. The data should provide a record of past, present as well as future information regarding the health conditions of the individual. The database in the Clinic’s system should link various individuals with various health characteristics. This means that the data should not be grouped but specific to each individual. 

	12
	Protected Health Information
	It includes information regarding the health of an individual from the past to the present and the future. Defines what data related to the health of an individual is entered into the systems.
	It should include methods of including patient information into the patient records as well as demographic information int the systems. The information entered into the system should be secured. The implementation of the system in the clinic should include methods of protecting patient information. It should include methods of regulating access to the data protecting it from unauthorized individuals. 

	13
	HIPAA Privacy Rule
	It includes the national standards established in protecting the data of a patient by healthcare providers. It defines the minimum standards for protecting patient information.
	The patient information in the hospital systems should include individual privacy rights. The flow of the information within the healthcare system should be protected with well-defined measures to ensure individual privacy. Implementing the system in the clinic should only allow the sharing of important information in a patient's treatment. The data provided through the system should also be adequate for the improvement of patient health.

	14
	HIPAA Security Rule
	It defines the security standards used in the EHR system. It defines the methods through which data is shared in the healthcare industry when transferred in electronic form. 
	The rule defines the kind of technology required in the EHR system. The protection standards should be up to date to ensure the ultimate protection of data when transferred through various systems. The rule is applicable in implementing the EHR system as it should be used as a reference when implementing the security system for the patient information. The security measures adopted in the organization should be flexible to allow future changes required for patient data security.

	15
	Business Associate Contracts
	Includes agreements that allow one organization to perform various tasks on behalf of the other. It defines when personal health information can be accessed by the entity such as a legal service provider. 
	The EHR system adopted should include the assigned responsibilities of each associate. The contracts should include written agreements when implementing the system. In the clinic's implementation of the system, it should define the various associates such as Insurers, and their role in providing healthcare services. It should also define the type of patient health information they can access.

	16
	Authentication
	It is the process of proving someone’s identity when accessing data. It is used in verifying the user identities when logging into a database. 
	Authentication of the individual accessing patient information should be included in the clinic's EHR system. It should include a definition of the subjects who can access the data through various credentials. Implementing the system in the clinic can include a method of identifying and verifying the users accessing the information. This includes the use of names and user IDs or names and passwords when accessing the database to regulate who can access the information. 

	17
	Authorization
	The authorization includes giving permission to an individual to access data. It also includes a definition of the users allowed to access health information from a database.
	Authorization in the HER system should be included by defining various users who can access the data. It should also include a protocol for allowing individuals to access data. The implementation of the EHR system in the Midtown Family clinic should include the various steps for individuals to verify their identities before they can access the data. There should be defined processes of logging into the database including what information one needs to provide. This is to check the requests of various individuals allowed to access the data.  

	18
	Encryption
	It includes encoding information to make it readable by certain users. It includes the use of algorithms when sending data to prevent access from unauthorized persons. 
	The EHR system should include methods of encrypting data stored in their database before being transferred electronically. It should include a method of encoding the data after it's entered into the system, (Scheidt, p.34). The Clinic should assess the EHR system implemented to identify the need for encryption. It should define the type of encryption required in their system for the ultimate security of patient information.

	19
	Technical Safeguards
	It includes the various policies and procedures required in protecting health information. It also entails the technology required for individual security needs. 
	Every organization should define its security needs in their EHR system. There should be well-defined procedures when accessing the information. Technical safeguards will guide the process of implementing data security in the Midtown Family clinic. It defines the type of technology required in the organization to ensure the EHR is well protected.

	20
	Healthcare Ethical Principles
	Includes the various principles required in making decisions and administering health. The principles guide individual actions when providing healthcare services to patients. 
	Healthcare ethics define how electronic health records should be used in the organization. The use of the EHR system should be meant to improve services as well as the privacy of individual data. It the clinic's EHR system, it should include methods of observing the privacy rights of patients as well as confidentiality. This requires the involvement of the patients in implementing the system to ensure their information is well protected.


Most difficult issue
Data privacy can be one of the difficult issues to ensure in the organization. The clinic is used to storing patient information in files that can be accessed by random individuals in the organization without the patient’s control, (De Hert et al, p. 271). The institution should implement a method of ensuring that patient information is safe from unauthorized individuals. They should implement procedures that define the access of the information by different individuals with a method of allowing the patients to determine who can access their data.  This can improve the privacy of patient information as well as data confidentiality by ensuring access only by authorized persons.
Summary 
There are various issues that need to be considered when implementing an EHR in an organization such as privacy, confidentiality, and security. All these issues define the access of data through the system by regulating who can access the data as well as the reasons for accessing the data. Data privacy can be one of the hardest to implement as it requires a method of the patient giving permission when their data is shared. This can take time to implement for the Midtown Family Clinic as the organization still uses written records which can be easily accessed within the organization.
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